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DETAILED ACTION 

1 . This action is in response to the communication filed on Dec. 13, 2008. 

2. Claims 1-25, 82, 84-90 are pending. Applicant's election without traverse of the 
elected Group II, claims 17-25, in the reply filed on 12/13/08 is acknowledged. Claims 1- 
16, 82, 84-90 are drawn to nonelected Groups, thus withdrawn from further 
consideration. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 17-21, 24 and 25 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gunyakti et al (US Pub. No. 2004/0153658) in view of Yip et al (US 
Pub. No. 2002/0004901) in view of Fieres et al (US Patent No. 5,841,870) and in view 
of Lambert et al (US 7,350,204). 

As per claim 17 , Gunyakti teaches: a method for a network connected gaming system to 
prevent unauthorized software component of constituent computers of the gaming 
system from executing, the gaming system including a plurality of gaming machines 
each having a plurality of executable software component [Fig. 2, paragraph 0026], the 
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method comprising the step of: producing a separate and unique license for each of the 
plurality of executable software component subject to receiving license within each 
gaming machine, each software component subject to receiving license including a 
unique identifier [Fig. 2, paragraph 0026-0028], code signing each executable software 
component subject to receiving license with its respective separate and unique license, 
each respective license being uniquely identified at least by a unique identifier that is 
uniquely associated with the executable software component [paragraph 0027]; such 
that identical executable software components in different ones of the plurality of 
gaming machines of the network connected gaming system are associated with 
identical identifier and code signed with identical licenses [Fig. 2, paragraph 0026, 
0028], 

Gunyakti teaches identical executable software components are associated with 
identical identifier and code signed with identical certificates/licenses as above. 
Yip teaches: 

producing a separate and unique PKI certificate for each of the plurality of executable 
software component subject to receive certificate within each gaming machine [Fig. 2, 3, 
paragraph 0048, 0046]; code signing each executable software component subject to 
receiving certification with its respective separate and unique PKI certificate, each 
respective PKI certificate that is uniquely associated with the executable software 
component [Fig. 2, 3, paragraph 0039, 0040, 0048], such that non-identical executable 
software components in different ones of the plurality of gaming machines are 
associated with separate and different identifier and are code signed with separate and 
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different PKI certificates and such that no two non-identical executable software 
component in different gaming machines are code signed with a same PKI certificate 
[Fig. 3, paragraph 0048, 0051, 0052]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Yip with Gunyakti, since one would have been 
motivated to reduce the complexity of the application as well as the application's cost 
and likelihood of programming errors [Yip, paragraph 0012-0015]. 
Fieres teaches: 

receiving certification with its respective separate and unique PKI certificate, each 
software component subject to receiving certificate including a unique identifier [Fig. 2, 
7, application certificate with application ID]; each respective PKI certificate being 
uniquely identified at least by a unique identifier [Fig. 2, 7, application certificate with 
application ID]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Fieres with Gunyakti and Yip, since one would have 
been motivated to identify the application and establish the trust between the application 
and the platform/machine [col. 7 lines 54-55]. 

Gunyakti and Fieres teach the policy for the executable software components to allow 
execution of the executable software component whose code signed PKI certificate is 
determined to be authorized [Gunyakti, paragraph 0028, Fieres, Fig. 2, 6, 7]. 
Lambert teaches: configuring a software restriction policy certificate rule for each of the 
plurality of executable software components and enforcing each of the software 



Application/Control Number: 10/789,975 Page 5 

Art Unit: 2435 

restriction policy certificate rules to allow execution of only those executable software 
component whose code signed PKI certificate is determined to be authorized [Fig. 5A, 
8, associated text]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Lambert with Gunyakti, Yip and Fieres, since one 
would have been motivated to improve security framework of computer systems 
[Lambert, col. 1 line 13-14]. 

As per claim 18 , the rejection of claim 17 is incorporated and Lambert teaches: 
configuring software restriction policy rules to prevent execution of unauthorized 
software component [col. 3 lines 31-34]. 

As per claim 19 , the rejection of claim 17 is incorporated and Lambert teaches: 
configuring software restriction policy rules to prevent execution of all not explicitly 
authorized software component [col. 3 lines 31-34]. 

As per claim 20 , it encompasses limitations that are similar to limitations of claim 17. 
Thus, it is rejected with the same rationale applied against claim 17 above. 



As per claim 21 . the rejection of claim 17 is incorporated and Lambert teaches: 
the authorized software components are mandated by a regulatory body [Fig. 5A]. 
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As per claim 24 , it encompasses limitations that are similar to limitations of claim 17. 
Thus, it is rejected with the same rationale applied against claim 17 above. 

As per claim 25 , it encompasses limitations that are similar to limitations of claim 17. 
Thus, it is rejected with the same rationale applied against claim 17 above. 

4. Claims 22 and 23 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Lambert et al (US 7,350,204) in view of Gunyakti et al (US Pub. No. 
2004/0153658) in view of Yip et al (US Pub. No. 2002/0004901). 

As per claim 22 , Lambert teaches: configuring a separate and unique certificate 
software restriction policy certificate rule for each authorized executable software 
component of each of the constituent computers of the gaming system such that each 
authorized executable software component in each of the constituent computers of the 
gaming system must be authorized to run by its associated separate software restriction 
policy [Fig. 5A, 8, 9, associated text]; configuring a path software restriction policy to 
prevent unauthorized software component from executing [col. 3 lines 31-34, col. 13 
lines 4-52]; configuring a path software restriction policy to prevent non-explicitly 
authorized software components from executing [col. 3 lines 31-34, col. 13 lines 4-52]; 
enforcing the certificate software restriction policy configured for each of the code 
signed authorized executable software components of each of the constituent 
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computers of the gaming system [Fig. 5A, 8, 9, associated text]; enforcing the path 
software restriction policies [Fig. 5A, 8, 9]. 

Gunyakti teaches: codes signing each authorized software component with a license; 
such that identical executable software components in different ones of the plurality of 
gaming machines of the network connected gaming system are associated with 
identical identifier and code signed with identical licenses [Fig. 2, paragraph 0026- 
0028]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 

the invention was made to combine Gunyakti with Lambert, since one would have been 

motivated to deter the software piracy [Gunyakti, paragraph 0001]. 

Gunyakti teaches identical executable software components are associated with 

identical identifier and code signed with identical certificates/licenses as above. 

Yip teaches: 

code signing each executable software component subject to receiving certification with 
its respective separate and unique PKI certificate, each respective PKI certificate that is 
uniquely associated with the executable software component [Fig. 2, 3, paragraph 0039, 
0040, 0048], such that non-identical executable software components in different ones 
of the plurality of gaming machines are associated with separate and different identifier 
and are code signed with separate and different PKI certificates and such that no two 
non-identical executable software component in different gaming machines are code 
signed with a same PKI certificate [Fig. 3, paragraph 0048, 0051, 0052]. 
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Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Yip with Lambert and Gunyakti, since one would 
have been motivated to reduce the complexity of the application as well as the 
application's cost and likelihood of programming errors [Yip, paragraph 0012-0015]. 

As per claim 23 , the rejection of claim 22 is incorporated and Lambert teaches: 
the authorized software components are mandated by a regulatory body [Fig. 5A]. 

Response to Amendment 

5. The Request for Continued Examination (RCE) filed on 11/13/08. See new 
ground of rejection based on Gunyakti et al (US Pub. No. 2004/0153658), Yip et al (US 
Pub. No. 2002/0004901), Fieres et al (US Patent No. 5,841,870) and Lambert et al (US 
7,350,204). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Grimes et al (US 2002/0002674) - Digital rights management 

Morikawa et al (US 2001/0049787) - SYSTEM AND METHOD FOR DISTRIBUTED 
GROUP MANAGEMENT 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to NIRAV PATEL whose telephone number is (571)272- 
5936. The examiner can normally be reached on 8 am - 4:30 pm (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/N.PJ 

Examiner, Art Unit 2435 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



